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1 Meeting result
- The proposed modifications were discussed in detail and after the drafting changes the
contribution C148 has been accepted
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Draft new Recommendation ITUT Y.OBF_Trust

Open Bootstrap Framework enablingtrusted devices, applications and services
for distributed diverse ecosystems

Summary

This Recommendatioprovides an Open Bootstrap Framework (OBF)iersecure provisioning of
trusted services by Application Services ProvigasPs)that have no existing trust relationship with
theusers The recommendation includése OBF concept the requirementof the OBFas well as

the pre-requisitedor the devices and the applicatidhalsoincludesathe OBFis-a-trustframeweork
deseribedby-OBFelementsaare-deseribeth-areferencanodeldescribing the OBF elemerdsid a
functional archrtecturedescrrbrnq four functional qroups four reference points and security
----- points are

ndte-changeheservice
prewelers)f OBF realms also provrded

This Recommendation is relevant toetwork operatorsloT service providersand ASPs for
deployment oftrustedservices in the emerging 5Gmart cities, andoT applicatior_services
ecosystem

Keywords

Bootstrapping 10T service provider OBF, OBF_Token Open Bootstrap FramewaqrkTrust
Framework
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Draft new Recommendation ITUT Y.OBF_Trust

Open Bootstrap Framework enablingtrusted devices, applications and services
for distributed diverse ecosystems

1 Scope

This Recommendatioproposesan Open Bootstrap Framewof®BF) for secure provisioning of
trusted services by Application Services Providers (ASPs) that have no existing trust relationship with
the users OBF can be deployed by the network operators or 10T service proviolegsablefor
authentication and authorization wfisteddevicesfor access totrusted servicegrovisionedby

ASPs, service providers and applications

The scope of this @&ommendatiomcludes
- OBF concept;
- requirementgor the OBFand OBF elements
- OBF reference modgl
- OBF functional architectureind
- informationworkflows of the OBF.

The recommendation offers a framework for the provisioning of trusted ASP services to the
subscribers of network operators who deploy the OBRhéyse ofthe underlyingsecure elements
and bootstrapping mechanisms

2 References

The following ITUT Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time whgiohl the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendatiorg @her references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a staonde document, the status of a Recommendation.

[ITU-T X.1113]  RecommendationTU-T X.1113 (2007),Guideline on user authentication
mechanisms for home network services

[ITU-T X.1124] Recommendation IT X.1124 (2007)Authentication architecture for mobile
endto-end communication

[ITU-T X.1158] Recommendation ITd X.1158 (2014), Multi-factor authentication
mechanisms using a mobile device

[ITU-T X.1311] Recommendation ITO X.1311 (2011),Information technology Security
framework for ubiquitous sensor networks

[ITU-R F.1399] RecommendatimITU-R F.1399 (2001 ocabulary of terms for wireless access
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[ITU-T Y.3052] Recommendation ITI Y.3052 (2017),0Overview of trust provisioning for
information and communication technology infrastructures and services

3 Definitions

3.1 Terms definedelsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1. secureelement[ITU-T X.1158 (11/2014)]: A dedicated microprocessor system that contains
an operating system, memory, application environment and security protocols intended to be
used to store sensitive data and execute sensitive applications.

NOTE — A secure element may reside in a universal subscriber identity module (USIM), a
dedicated chip in a phone's motherboard, an external plug in a memory card or as an integrated
circuit cad.

3.1.2. security degree[ITU-T X.1124 (11/2007)]: An identifier (e.g., number) that represents a set
of security parameters including at least one authentication mechanism, the crypto algorithms
and related parameters to reflect the security requirement ofaincsgervice. It is defined to
profile the security requirement of each service

3.1.3. sessiorkey [ITU-T X.1113 (11/2007)]: The session key is a temporary key used to encrypt
data for the current session only. The use of session keys keeps the secret kaysreven
secret because they are not used directly to encrypt the data. Secret keys are used to derive the
session keys using various methods that combine random numbers from either the client or
server or both.

3.1.4. trust [ITU-T Y.3052(03/2017): Trust is the masurable belief and/or confidence which
represents accumulated value from history and the expecting value for future.

Note— Trust is quantitatively and/or qualitatively calculated and measured, which is used to
evaluate values of entities, valakains anong multiple stakeholders, and human behaviours
including decision making.

3.1.5. user[ITU-R F.1399 (05/2001)]: Any entity external to the network which utilizes connections
through the network for communication.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1. bootstrapping: Refersto aryptographigproces® f bi ndi ng the user ' s
material prowsmned in_the secure element of the user d eperformen-in—a-seedre

aswel#aeethe#eenneetediewee;a#e##wdealeymenﬁeealsoclause 3. 2 2 of [ITUT
X.1311 (02/2011)].
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3.2:43.2.2. _openbootstrap framework (OBF): A trust framework foprovisioning oftrusted services
by extending the security capabilities of a network technolaggrto benefitdistributed
and unrelate@Connecteddevices and applications

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
3GPP 34 Generation Partnership Project

AKA Authentication and KeyAgreement

API Application Programming Interface
COAR— Censtralpod-ShjostAnthortiention-Pratocol
FQDN Fully Qualified Domain Name

GBA Generic Bootstrapping Architecture

HTTP Hyper Text Transfer Protocol

ICT  Information and Communication Technology
loT Internet of Things
o8P laT Sopvieo-Rrovicer

IPSec Internet Protocol Security

KYC Know Your Customer

M Meene o Mee e

M2M SP M2M Service Provider
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OBF Open Bootstrap Framework

PSK——PreSharedKey

PSK-TLS PreShared Key Cipher suites for Transport Layer Security
SIM Subgriber Identification Module

TLS Transport Layer Security

uiD Universal Identifier oPublic Entity Identifier

5 Conventions

In this Recommendation, requirements are classified as follows:

» The keywordsis required to" e-—+are‘reguired-to’-indicate a requiremehtequirementsyhich
must be strictly followed and from which no deviation is permitted if conformance to this
document is to be claimed;

» The keywordsi$s recommended indicate a requiremenivhich is recommended but which is not
absolutely required. Thus, such reguanents need not be present to claim conformance; and

» The keywords 8ptionally” or "may" indicate an optional requirement which is permissible,
without implying any sense of being recommended. These terms are not intended to imply that the
vendor's implerantation must provide the option; it means the vendor may optionally provide the
feature and still claim conformance with the specification.

6 OBF concept

Users of new age devices and applications require secure mechanisms for accessing trusted services
At the same time, providers of trusted applications and services also require mechanisms for a
minimum level of authentication of the Users. From time immemorialnéteork operatorbave

played the role of providing connectivity to the premises of subscribers, undertaking the subscriber
verification and then allowing the connectivity to be used for a diverse set of services.

The Open Bootstrap Framework (OBfpkes it possible to &nd the existing trust relationship
between the network operator and its subscribers to enable one to many trust relationships between
the many users and the diverse new age service providers.

The OBF can enable secure service interactions betweenarse&SPs. This may be done by
utilizing the inherent security capabilities of the underlying network technology layer such as
authentication, bootstrapping and authorization to create trustful interactions between devices and
applications.
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The concept of the OBF is shown in the diagram below:
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Figure 6-1: OBF concept

The OBF is a set of requirements, functions, security parameters and mechanisms that can open up
the security capabilities of the network layer to all types of trusted devices, applications and services.
The OBF can be implemented by amgtwork operatoor 10T service provideindependent of the
underlying network technologyan implementation of tb OBF is referred to asn@OBF realm.

Further, any user of a bootstrapped device can access the applications and servic@sSef lay

using thesecuritycapabilties of theOBF{unctiohs-and-mechanisims

FheAn OBFrealmcan address the following actors and stakeholders:

1. Users:A person that is a subscriber of tetwork operatqrdesirous of using trusted services
from ASPs. The user provides its credentials to the ASP, whose services it intends to consume,
via thenetwork operatoor 10T service providethat holds the verified credentials of the user
by virtue of an earlier verification process.

2. Network operator: An entity that provides network connectivity services and undertakes the
physical verification procesfor the subscriber. It can share the trust to bridge new
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relationships between providers of trusted services and users of trusted degiegsdyyng

deployingan OBF realnappropriate-security-functions,-information-flows-and-meechanisms

Application service providers (ASP):An entity that develops and offers trusted services and
applications, and has a requirement for a minimum level of authentication and authorization
prior to the use of its application and services by the users. However, the ASPtdoagen

a direct relationship with the users, unlike the relationship betweeretiverk operatoand

its Subscriber. The ASP has an expectation of deriving its trust from the relationship between
thenetwork operatoand its subscriber.

When the stakehdérs engage to establish trust and secunritheir transactions, these are referred
to as the trust interactions. In other cases, when the purpose of the engagement is to use the feature:
and functions of the applications, these are referred to asrtheesateractions.

7

7.1

OBF requirements

High-level requirements

The OBF is required to:

identify and expos@etwork operatorand the OBF elements that have bdeployed
identify and onboard ASPs whose applications require to be protected from unauthorized usage
identify trusted devices that are authenticated bgtevork operatq

expose the inherent security capabilities of any underlying network technology for tfi¢ bene
of ASPs

enable applications to establish secure association with trusted devices;

identify and address the clients and the applications by using the identifiers of the underlying
Information and Communication Technolod@T) layers;

be accessible @v the public Internet;

support industry standard protocols for key management;

support industrgtandarcauthentication and authorization protocols;

support existing bootstrapping frameworks, e.g. the 3GPP [BB&PP TS 33.220hnd
enable a networtechnology agnostic identification and addressing of trusted devices

The OBF is recommended to:

permit authorization and euthorization of applications for a set of users;
protect the privacy of the sensitive user / identification information

allow anynetworkoperator to enable the trust framework regardless of the underlying network
technology;and

enable multiple OBF implementations to exist simultaneously

The OBFis-eptionallyreguiredtmay permit a user to be authenticated by any onthefmany
network operators of which the user is a subscriber

7.2

Pre-requisites for thetrusted devices

In order to use the OBF, theisteddevicesarerequiredto:
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- have an implementation of secure clierdst-the-OBFclientfunctionin the device oiits
connectivity element (e.g. SIM card);

- have configurations that make the de\Be®©BF aware, and initiate the bootstrapping process
whenthe OBF applicationrequires if

- support the application specific protocol over the reference peimteen the dece and the
applicationsuch as HTTPMessage Queue Telemetry Transp®iQTT), Web Sockets or
Constrained Object Authentication Proto(GOAP);

- support HTTP Digest AKA protocol and optionally others as required by the underlying
network technology oapplication; and

- discover, identify, address and connect toQiid- realmauthentication-functionrelevanttiee
realmofthe-trusted-device
The trusted devices maypticnaly-host a secure element to satisfy the security degree of the
application.

It is recommended that tReretrusted devicesrerecommenddtave the capability toonfigure the

lifetime andcheckthevalidity before using th&eying material

; hekey lifet L valid a5

7.3 Pre-requisites for the applications

After the bootstrappings completed, thérusteddevice and the application can run an application
specific protocol, where the authentication of messages will be basedkeyitigemateriabenerated
during the mutual authentication

I I lent f : Ll hentication functi
n-erderto-use-thiene OBF-theapplicationsarerequiredto:

- be OBF aware, ange able tandicate to the device theotocol ancheed-fer-&keying material
iHtattemptgsequredto connect to the applicatie-witheut-ene

- implement Diameter / HTTP proxy functionality to act as a proxy toward®Bferealm in
which the user is bootstrappesdid

- beabletolocatt he user ' sndCdnmunicateasécunely withh-e—ihse @BF’ s

authenticatiedunctiors;

' s OBFoaalnauthonzatipndunaienand er s f r on

—implement the security parameters in its security protasetifor creating secure associations
between the device and the apphcaism%heau%henﬂeaﬂen—funeﬂan

-acquire the wuser
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8 OBF reference model

The OBFreference modetliescribes the keglementsand the reference pointover which the
functions interact with each othefFhe trusted devicand the application are also shown in the
diagram as these are the beneficiaries of the trust framework.

The OBFreference modas shown in the diagram below:

Application 1

e 1

I OBF Application I
1

1

1

___-'_'::::'_'::::'_'_':.'.T' Element

——— = === OBF OBF
Authentication [ Authorization
Element Element htyon
RP

——mmm 1 4 RPDS

—RP

[

OBF Client
Element

Trusted Device
lenlieniienlls iisniniieniianii |

|
q
I _
|
—1—1 ToBHOnfleetions
_________ 4--»| Service Interactionfs
1

Figure 8-1: OBF reference model

Figure 8-1: OBF reference model
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8.1 OBF edlements

The OBF Elements enable two types of interaction between the device and the applibationst
interactionsestablishthe required securitpetween the user of the connected device and the
application.The Service interactionallow the user to benefit from the use the applicatidmch
requiredthe secure association.

The elements of the OBF enable theses interactions, each of which is described below.

8.1.1 OBF celient element

The OBF clienelemeniis an application resident in the trusted device or its associated connectivity
element (e.g. the SIM or the authentication element) that provides the bootstrapping application and

the keylng materlal on the deV|ce for the bootstrapplng d#ﬁsﬁeddevneu&ng%h&au%henﬂeaﬁon
hentication,

Figure 8-1: OBF reference model
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adtherization—and-the—applicatioMhe OBF client is specified and provisioned by the network

operator that is providing the ®Bealm and the associatedgtservices.

8.1.2 OBF aauthorization element

The OBF authorizatioelemenis-a-nedeprovisioned-by-the-retwork-operaterthates outhe key
management angrovides the keylng materlal as per standabékA—security protocols-—Fhe

8.1.3 OBF aauthentication elemert

The OBF authenticatioalementis-a-nodeprovisioned-by-the - Network-Operator-itlantifies and
authentlcates the OBcEsllent elememusmg the keylng materlal from the OBF authorizatisnper

8.1.4 OBF aApplication_ element

The OBF Application elementi

sueeess#u#bee%stmﬂ—ste%es—ﬂ%%ﬂeken&ude%he—sa#msemng upthesecure connectlons
between thepplication-cliendeviceand the applicati®using the securitgnablement from the other

OBF elements

8.2 OBF rreferenceppoints

The OBF specifies four reference points, namely, RPAAhe reference ©poin
authentication funRPAR-bheandfehenappbbcati betw
function and the OBF atutbkoriepaitrieto cked tumeed n otnh e
function hosted in the trusted devi-tkhbeandf ehe
point between the trusted device and the appl

he C ifies fourref aEbelow:
8§21—RPAA

RPAA iwreftehence point between the authenticati
8&22—RPAR

RPAR i+ s the reference point between OBF autt
fFuonetion.

8§23—RPRCA

RPCA 1 s the reference point between the OBF ¢
OBF—auythentication function.

e
RPBDbS +s the reference—poirnt—between the trust
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9 OBF functional architecture

ithiedunctional

architecturadiagrambelow describs the functionalities of the OBFThe OBF Elements are further
detailed into various functions along with the specifications of the refepmicts. forthe- OBFis

Trusted Device Application

OBF Client OBF OBF

Functions I—l Authentication ,—l Authorization
RPCA Functions RPAR Functions
 S— ' -3 r: Y
Bootstrap < AKA > Bootstrap P I Key Management

- ) S / . - J DIAMETER N )
) ecurity — | OBF Identifier | | — D

Authentication Parameters Authentication | / Authorization
— | 7
—

Generate OBF Generate OBF Mapping .

Token Token OBF Application
Functions

il

specific
OBF Token

'y

I

I Distribute OBF < DIAMETER / N OBF Token
Implementation | Token OBF Token / Management

r

[

|

!

OBF App!ication Implementation specific Session Control
Functions | : e —_— ——— 7[_ _
PR —— | OBF_Token

Session Control

— e —— e —_— — e —_— ———

| —

______ Proprietary/Implementation specific

Standard Interface

Figure 9-1: OBF functional architecture

intho di below
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Functions Authentication Authorization
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Bootstrap AKA/ I Bootstrap I‘ I Key Management
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Token Token OBF Application
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)

: Distribute OBF » DIAMETER / OBF Token
(Implementation | Token OBF Token / Management
specific) r
OBF_Token I

I
OBF Application Implementation specific Session Control

Functions | ¢  ——————— 71— — —
| OBF_Token
| SessionControl |l ¢ _ __ _ _ _ _ _ __ __ __ _ _ ) RPDS
—————— Proprietary/Implementation specific
Standard Interface
Application
specific |
|
|
| admin
Trusted Device : Anplication
OBF Client Authentication Authorization |
|
RPCA ||| OBF Application
Bootstrap ‘AKA N Bootstrap _DLl \METER Il Key Management |
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|
|
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Thefunctional architectureresentsonsists of the following
- the OBF functiors;
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- the reference points; and
- _the security parameters used within the OBF elements
- The functions, reference points and security parameteteaceibed below.

9.1 OBF functions

NOTE - ete:When the OBF is deployed in the netwefla-network-operatothate context is referred

to as a realm. The instantiated functions within the realm are referred as nodes. As an example, an
aAutherisentication function, when instantiated in the netweika—Network-Operatois—referred

aswill be calledtheauthenticatiomode in the realm of it OBF deploymene-operater

The followingfunctionalitiesaresupportedy aAll the OBFredegunctions
- implemenithe OBF numbering;

- identificationy and authenticaine of each othewithin the OBF realngs);

- identificationy and authenticaine of OBF clients; and

- supperttransferabilitysueh-that-a—user-isfree-to-choose-serviceslistwea-any network
operatorsperatoror-ASP

Each of the functionfFhe-OBFfunctions/suhinctionsare described below.

9.11 -OBF authentication functions

The OBF Authentication functions ar@poupof four functions that enable the bootstrapping of the
trusted deviceEach of thdunctions are described below.

(@ 911 Authentication function

Thise function mutually authenticates the OBkent and the authenticatiorsretiornode as an
enabling step in the process towards generation oftlenmg keying material within the bootstrapping
function. The function is executed over the reference RIRGA.

OBFTheauthentication functioprovides the following functionalities

- maintairs the list of users, authorized applications and the related subscription parameters;
&- protecs the use of the network subscriber identity against discovery and misuse;

6- supportsAKA protocols such that it can support the one used by the underlying network
technology layer;

- managethe lifecycle of keys as per the agreed AKA protocaol,
&- configuresand communicasthe format of the OBF identifier to tli@BF ©OBFclientfunctions

funetiony and
6- configures the OBFsubseription-trfermatiosecurity parameteia conjunction with theDBF
authorization functiogand communicatgthat to the OBF clienfunctionsfunection

(b)  —9-12Bootstrapping function

This function hosted in theuthentication functionas well as in the OBF client functiooreates
provides the functionality fosa new registratioder-of theatrusted device by way of establishment
of new longterm secret kegg) for secure communication.
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(c) —9.1.3 GenerateOBF_Token function

This functionis+espensibléo-generatethe OBF Token after bootstrapping has successfully been
completegl by usmg the agreeldewng—mafeenaDBF securlty parametesmd—algemhmslhe—new

0 AkRrown to
eaehetherThe OBF Tokemgene#afeeel—as—peptbespemflc to thesubscrlptlon mformatloand the
application for which it is generategbecific-to-an-application—and-itsapplicability-is-limited-to a
snecicasphicadon

NOTE — The lifetime of the OBF_Tokemayvary significantly across varioussa case When the
application clienfunctionis invoked or required to initiate the interaction with the application, the
OBF _Token may be validated to ensure the lifetime of the token has not expired. If the lifetime has
expired or if no current OBF _Token is available or when indicated by the applicaé@nghcation

client function will use thgeneratédOBF Token function to obtain a new OBF Token.

(d)  —924Distribute OBF_Token function

This function securely transfers the OBF_Tokerthe application, so it can be used by the session
functions in the application.

9.1.2 -OBF authorization functions

The OBF Authorization functions are a group of three functions that work together to ensure that
applications can be mapped to deviarnd the security parameters can be agreed between devices
and the applications.

The authorizatiorfunctions are the repository of the UIDs of ASPs that are authorized to provide
services. It holds the mapping information between applications registe®8Rs/and the access
rights provided to the users as a list of OBF client function identifiers.

The authorization function provides the mechanisms for the network operator to authorize ASPs to
offer certainservices and users to access the authorizeacssrof the ASP.

(a) 915 —Key management function

FheThis function provides therechanisméar-management and association of keys and algorithms
between the authorization function and the OBF clfanttion It stores the prshared keys or
certificatescorresponding to the trusted devices and manages the keys and lifecycle of the keying
material as per the agreed AKA protocol.

(b) 9.1.6—Authorization function
This function validates if thedevice can access the application based orOBE Token -client

functionhas-theright to-use-theent in theauthenticatiomequedibr-the-requested-applicatiomhe
function hosts the repository of registered applications that can be permitted for use by thé device
uset and also the mapping of the specific appiamss that are allowed to be useddyser/OBF
clientfunctiors of a device

The©BFauthorization functiomprovides the following functionalities

o- suppors the protocols required over the reference point RPAA;
o- provisiors the users and applications with the requapglicationsecurity parameterand

o- respond to the authentication function ove#AMETER-the reference points RPAWith the
aut hentication vector and user ' s userddenitres t vy

P
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(c) 9.1 7—Mapping function

The mapping function is an administrative function to map users, trusted devices aittegerm
applications. This can be done on an individual level, or based on the agreement between the user and
the OBF provider

The mappindunctionprovides the following functionalitiesables

o- addition / deletion of authorized devices / users through standardized API or user interfaces

o- delegation / revocation of access control rights to aibdOBF client functions through
standardized API or user interfages

o- addition / deletion of authorized application providers / applications through standardized API
or user interfaces and enables provisionargl

o- de-provisioning of authorized users of dipption through standardized API or user interfaces.

9.1.31.80BF elient-application functions

The OBF Application Functionsredeployed in the device of the user and the applications of the
ASP. This group of functiorsnable the session seculigtween the device and the applicatieach
of which is described belaw

(a) Session control function

This function is application speadifi It utilizes the OBF Token to initiate and maintain a secure
session towards the application. The function is impléetewithin an industry standard session
control such as TLS, PSKLS, Kerberos, IPSec.

(b) OBF Token management function

The OBF Token management function receives and stores the OBF Withkienthe Application
for securing thduture sessionbetween the device and the application

9.1.4 OBF client functions

The three OBF client functions, namely bootstrapping function, authentication function and
OBF Token generation functiogprrespond to the OBF Authentication Functiovith the same
functionality as described iHaussection9.1.1

Together, théhree functiongnable thé®OBF clientto::

&- interact with the secure element of the trusted device or the connectivity element;
6- support the required AKA protocaol,
o- stores the keying material and select from one amongst several keys for security enablement;

o- select from one amongst several available authentication functions, allowing services of only
one authentication function at a given point in time;

o- generateand / or etrieve the OBF identifier as per the selected authentication function;

©- securely storethe security parameters including identifiers, subscription information and the
OBF_Token;

©- generate the OBF_Token as per security parameters negotiated during thstrapping
process;

o- protect the use of the network subscriber identity against discovery and misuse; and
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6- support the application protocol in the reference point RPDS and initiate the bootstrapping
process if indicated by the application.

9.2 Specifications of OBF reference points
The OBF specifies four reference points, each of which is described below:

9.2.1 SpecificationsofReference PoiiRPAA

TheeferenRRAAtchesrtreferenece—point—between t he
T B B L S e S e e S I o1
Fs—wdesd to fessplcapplci satbisami pti on auwntfhoermtaita aot
function i f requested.

The reference point RPABrovides the following functionalities

- allowst he transfer of wuser
trusted devices and the applications;

- supporsthe DIAMETER [bRFC 6733] and [{RFC 7155] protocol;
- enabls secure communication between the authentication function and the application;

S subscription info

- allowsthe application to send its address (e.g. FQDN), public entity identity (e.g., UID), basic
key material (e.g., a shared secret or a ptkaic certificate), entity service permission flag,
supported authentication mechanisms and the authentication mggaind key generation
mechanism to the authentication function;

- allows the authentication function to verify that the application is authorized to obtain the
identifiers, key material and subscription information for a user;
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- allowsthe application to indiate to the authentication functithre sinde application or several
applications for which it requires user identity and security parameters;

- allowsthe application to obtaia selected set of applicatispecific user security parameters;

- allowsthe transfer of the OBF_Token from the authentication function to the application; and

- allows the application to indicate to the authentication functi@ protocol identifier of the
RPDS security protocol for which it requires the keying material.

9.22 Specificationsof Reference PoiiRPAR

The refeRPARBhPpoteaterence poirnt—between —OBF a
authortzatiron function. The OBF obutpadniewt Heat |

subscription information regarding the OBF cl |
applications. The reference point al so provi
during the bootstrapping mechani sm.

The reference pot RPARprovides the following functionalitiegtews

- identification and mutual authentication between the authentication function and authorization
function on supported DIAMETER {RFC 6733] and [HlRFC 7155] protocol;

- the transfer of security parameteguired for bootstrapping;

- the transfer of subscription information to establish the access control policies between trusted
devices and the applications;

- the authentication function to request bootstrapping information for specific users; and

- theauthar zati on function to send the user

9.2.3 Specificationsof Reference PoidRPCA

The refeRPQA® thme nteference potnt—hbetween the
deviece—and—the OBF authentipaatviiaore sf urhcet iboono.t sT

OBF c¢cl|l i entto ftumec tOBM aut Bentication functi on
- _The reference point RFPCprovides the following functionalities

S SsecC

- establislkesthe identity of the OBF client function of a trusted device to the authentication
function;

- supporsthe HTTP Digest protocol fJRFC7616], it may optionally support other protocols as
well

- usesthe agreed AKA for authentication between authentication function and the OBF client
function;

- transfesthe identification of the OBF client function using the OBF identifier;

- suppors the bootstrapping process between the OBF client function and tientcation
function;

- identifiesand mutually authenticat¢he trusted device and the application using the OBF client
function and the authentication function; and

- establislkesthe OBF_Token between the authentication function and the OBF client function
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9.2.4 Specificationsof Reference PoidRPDS

The refeRPDEE Pphbenteference point—between the
referenseppoaoninster ot @g e®lqgui redeftaneehacti on bet

appt+ielaitermtnd d wance i tome apwpHiechatisonseecured using

The reference point RPD8ovides the following functionalities

- supporsthe applicatiorspecific protocol between the trusted device and the application;

- send the indication from the application to the trusted device that a valid OBF_Token is
required prior to connecting to the application;

- suppors the use of the OBF_Token for creating the secure association between the trusted
device and the application;

- allowsthe application to indicate to the application client function, the invalid OBF_Token for
the required authentication;

- enablsthe negotiation and selection of the key between the client function and the application;
- usesa security protocol identifier as required by the underlying network technology layer;

- allows the application to signal to the application client function regarding lifecycle
management of keys; and

- enablsthe use of the OBF_Token for securing the asdimei between the application client
function and the application.

9.3 Security parameters

The security pareanmatfdres si,nclutbseri ption infor
OBF_Tokklen. pur pose of the idemanidf iadrd®REs<cl iberul
fdnet+onGBFanndo ditelse i n an OBEI immhmel ene rmptoastei oonf  t
information i s tozathekeskticuatei anmneéracthonis be
net work operator.

Theecupanamet ers are implementation specific.
depl oyment to another. They are determined by
depl oyment model , t he untdree | AoKAg pnemivedkng €
identification mechani snmywlietder nietc ’votrr kpanand |
required for the use case, et c.

9.3.1 Identifiers

The OBF identifiersclunieguelfwmnbdetvmi & sagpthea OBF
aut hent i c aatnidoap Iff éuin@ha OBE&Egnovides for the following identifiers:

a. OBFnodeidentifier,

b. OBF clientidentifier,

c. OBF security protocol identifier

The description of the various identifiers is

@ OBmodaenti fier

he @BEe | cdempirfiiseers such minimum connecti on
ni y address amdtheht ycafurpomrdrueh beefi OBd&ny
echnol ogy doma,amsu.t hAesn taad aaoireonp If emgouds BreD Nt haen d
he bal Title Address and the assochated A
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i denitwihfeinersuch a node net vdcerpk enyodBeF i ingh earm vdiScMe s+ ¢
i mpl ement at iaodndr@esme ndceonntnecti on andustbeanticagt
functi on

(b) OBF clientidentifier:

It is an identifier of the OBIElientf u n car thatrusteddevice which includes at leastreetwork
technology identifierunderlyingnetwork layer identifieof thedevice and IPlayer identifierof the
device.

(c) OBF security protocol identifier:

It is an identifier, which is associated with a security protocol meferencepoint RPDS. The OBF
security protocol identifier is a striraf five octets. The first octet denotes the organization, which
specifies the security protocol. The remaining four octets denote a specific security protocol as per
AnnexH of [b-3GPP TS 33.220] within the responsibility of the organization.

9.3.2 Subscription information

Subscription informatiofi TU-T X.1124 (11/2007)petween aiserand its home network contains

the user'sprivate entity identifier (e.gMobile Station International Subscriber Directory Number
(MSISDN)), the basic key materié.g., a shared secret or a publey certificate) and its lifetime,

entity service permission flag (i.e., whether it is allowed to request a specific service), the supported
authentication mechanism(s) (e.g., HTTP authentication and key agreementHBIilfitan based
authentication mechanisms, a biometric authentication mechanism, etc.), and the authentication
inquiring and key generation mechanism (e.g., GBA, Kerberos, Mediation), etc. Subscription
information between an ASP andhatwork opeator contins the ASP's identity information and
public entity identifier (e.g., UID) according to the service, optionally the basic key material (e.g., a
shared secret or a pubkey certificate) and its lifetime, entity service permission flag (e.g., whether

it is allowed to provide a specific service), the supported authentication mechanisms (e.g., certificate
based TLS authentication mechanism, PRIS, IPSec), and the authentication inquiring and key
generation mechanism (e.g., GBA, Kerberos, Mediation), etc.

The subscription information related to theer and its authenticatidnu n ci$ delovered to the
OBF client f u n c from dhe authorization functiorvia the authenticationf u n c during the

bootstrapping process. The subscription information related to the appli¢atmnaccess to
application allowed, type of certificates which may be issued) is sent to thel@BHunction

In addition, the subscription information contaansiechanism for key selection, which is used in the
OBFclientf u n ctd maadate the usage of either thesteddevicebased key or the exterrsdcure
elementbased key or both.

9.3.3 OBF_Token

The OBFbTokilsn she deswéi ty to the keyingThreater
OBF _Token is a session key,cliindretpehdrattlitgn gen

eqgui pmeas WeE) aasheéemnt itdha&t boeen orf amaveed deqin
- The OBF_Token is generatday using the
security parameters negotiated as part of the bootstrapping piotessedfoe st abl i shi ng

S e s shieadanwe etnr—utdieev da 0 € atphpd i. dlettimestamp of the OBF_Token is
synchrofizedand controlled by thauthenticatiod unct i on
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The OBF_Token

~(a) It bindsthe user identity to the keying material used in the reference points;
-(b) It isthe globally unique identifier of realm of the OBF in which it is issued;
~(c) It suppors any underlying network technology;

~(d) It identifiesthe realm of the OBF in which it is issued;

-(e) It servesas a temporary identifier of the user;

-(f) It isa key identifier in potocols used in reference point RPCA and RPDS;

-(g) It enables the application to detect and address the authentication function that has sponsored
the OBF_Token; and

-(h) It has a 6érmat that is usable by the underlying network technology layer bootstrapping
capabiities.

10 Information workflows

This clausespecifies important procedures tbhie trustand service typeteractionsin accordance

with the functional architecturelefinedutlined in_the elaussection 9. Four _major flows are
described, two fobootstrapping and authentication, and another two for changing the OBF realm
whilst using synmetric or asymmetric keys.

The details of the four information workflows are described in the sections below.

10.1 Bootstrapping & authentication workflow

The bootstrapping and authenticatiwnrkflows are meant for bootstrapping a device to the OBF
realm, andauthorizing it for using a particular trustegbplication Two types of information
workflows are provided(i) Bootstrapping workflowand (ii) Authentication workflow

10.1.1 Bootstrapping workflow Beetstrapping-with-symmetric-keys

Prior to using the authentication services of the OBFOMBE clientfunctiors of the device performs
a bootstrapping workflow with the 5F authentication function

The bootstrapping function uses thmmetric (preshared) keys, which exist on, bothe thecure
element of the device and in the2F authorization function These keys are used to mutually
authenticate th®BF clientfunctionand the authentication function

After the mutual authenticatiprihe ssion keys argenerated which aresed forsecuring the
communication between the trusted device and an applicdts processsiaccomplished in the
following steps:

1. The OBFclientfunctions will send a challenge reguest to the OBF Authentication functions
The OBF authentication furioh will validate the credentials of the OBF client based on the
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keys/algorithms used in the HTTP Digest/Akte-OBFauthentication—functicnwil
validate theOBF clientfunctiors in the bootstrapping stage

2. The OBF authentication function will send back a challenge back to theli@REunctions
The OBF client functions will validate the OBF Authentication functions based on the

keys/alqorlthms used |n the HTTP quesUAKHe-QBI;au!ehe%eaHen—tw%mq&nd—the

3. Atfter the successful mutual authentication in steps 1 ad 2DBF authentication functions
will check if the given device is authorized to UBBF for trusted services for the given
applicatiorThe OBF authorization functios validates if the user has the right to use the
bootstrappindor-the-given-appheatian
4. When the authorization has been approved, the OBF cfigmttionrs and the OBF
autherication functlor$ qenerate an OBF_Token as per the aqreed AKA prGMI%h—the

5. The OBF_Tokers provided to the application for use in subsequent security associations.
NOTE - ete:The steps 1, 2, 3 are a part of the digest access authentication AKA.

The bootstrapping and the sesdiey managememtrocess is described in the diagram below (Figure
10-1) in which the numbering of the steps in the diagram follows the numbering of steps in the
paragraph above

[ oo et et | |

1 1 1 1
! 1. bootstrap challenge (HTTP DIGEST AKA) ! : |
1 = 1 1

1
1. validate OBF Client L:)
1
1
1

_ 2. client challenge (HTTP DIGEST AKA)

1

2. validate Auth Function L:)
1
1

2. client response (HTTP DIGEST AKA)

I I
3. authorize (OBF Client, Application) _ |
I =

I

3. authorized

1 1

! - ! !

1 1 1

1 1 1 1

! 4. generate OBF_Token k ! !

:  — : :
4. generate OBF_Token ':) i i i

1

1

1

I
I
I
I ]
I r

I
5. OBF_Token
T

Figure 10-1: Bootstrapping workflow

NOTE: Theworkflow for bootstrapping using asymmetric keys is similar, with the exception that in
place of preshared keys the public keys are used for authentication.
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10.1.2 Authentication workflow

When a User requires to accessapplicationfrom thetrusteddevice or theapplicationrequires to

exchange data with thieusted deviceit signals to the OBIElient functiors to use the bootstrap
framework for authenticatiofhis processsiaccomplished in the following stepgsrovided that the
bootstrapping halseen completed as p#0.1:

1. The user request towards the application is executed and the application uses a €hallenge
response _mechanism to identify and authenticate the user and the user responds to the
challengeresponse mechanism used by the application; and optionally requestBh
cllent functlons to get a new OBF Token if no previous is avallable or has eXpraser

2. The OBF application functionsse the OBF Toketo send a challenge to the devithon
success, the OBF Tokand the session control function are used to secudatheexchange
between thelewce and thappllcatlonIheQBEelwﬁeneHemuses#MMeh

NOTEThe mechanitshne tc@@BiFemvtofkbeu nc nii baat pihgapder e
l eft to the i mplementation and not covered in

The Authentication verkflow is described in the diagram below:

== e ey R Py

i
1. user authentication

L
|

I
1. validate user :

2. get OBF Token (Application)

2. OBF_Token

I I
I

_ 2. Challenge (OBF_Token)
T

2. validate App Challenge (OBF_Token) :

2. response Challenge (OBF_Token)

i 2. validate Client Challenge (OBF Token) ::
I
|
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Figure 10-2: Authentication workflow

102  Workflow for ¢ hanges in OBFrealm

10.2.13 Change of OBF realming-ef-authentication-providerflow-(symmetric keys)

A user that is beneficiary of the OBF enabiadsted serviceprovided by anetwork operatomay
require to change theetwork operatgrbut still may want to continue the use of trusted services,
which were supported by the OBF authenticafiorction

The changing of the OBF realm is enabled by the OBF mechanism as per the mechanism defined
below.

The user of the service has to approachthe service-previde@extnetworkoperatoror |0T service
provider, referred as thenew OBF realm for enabling the use of theuithenticatiorirustedservices

for his device

The stepsfor such a transfesf realm,in the casevhensymmetric keg are used for authentication,
are described below:

1. User requestsrew adthentication-servicesprovid®BF redm for its services;
2. The nhew authentication-serviceprovideBF realmundertakes the verification of theser

and the device nfachine KYC) amd upon successful verificationequests existing

authentication-serviceprovidbeold OBF realmfortheu s er ° s s hared keys;

3. The nnew authentication-services—provideBF realmuses theveld OB F  r ekay{s)td s
update the secure element witle a-rewkey(s) feHowing-the-machine KY-0Of thenew OBF

realm
4. ThenewOBF realm authemntates the OBElient using itskeys andupon success

Fhenewauthentication-servicesprovidaforms the user and tloeld authentication-services
providelOBF realmof the successfutenfirmation—ef-thetransferof the userto the nrew

adthentication-servicesprovi@@BF realm thenew OBF realm and thaser generate a new

OBF Tokenfor use in thenewOBF realm
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5. The new OBF realm Upen-sucecesstul-confirmation-of-thiansfes the new-authentication
services provider informess er ' s OB the ABRapphcationt services providers about
the-choangein-thaB—Tokentorausennd

6. The application—service—providBSP uses the new OBF_Tokealong—with—embedded
connectivity-identity-tto provide trusted services to the ugerfy-the-user

|-

NOTE -: Machine KYC is he process of establishing a relationship between a machine and its
custodian, usually accomplished by the Isé@rvice providerby the use of physical or digital
verification processes that establish the linkage between the identity of the custodianidedtity

of the device owned by the custodian.

The process is described in the diagram below (FiOH®):

User | [ OBFE Client Funclions Mew OBF realm Old OBF realm | | ASE

1
1. Registration request to New OBF realm _
; -

2. \erify user and device (Machine KYC)

3. Request Old OBF realm for user's pre-shared keys

1
3. Update user's secure element with New OBF realm keys
I

-
-

4. Validate OBF Client

A

4. Inform Old OBF Realm about successful user transfer

4. Generate OBF_Token _

5. Send OBF Token to ASP

Yy

1
6. Applications use New OBF realm secure transactions
1

A

User | | OBF Client Functions New OBF realm Old OBF realm | | ASP

User | | OBF Client MNew SP OBF Infra Old SP OBF Infra | | Third Party Apps

1. Registration Request to New SP
: ==

1
2. Verify User (KYC)

3. Request Existing SP for User's Pre-shared Keys

3. Update Uéers Secure Element with New SP Key

ey
-
I

4. Validate OBF Client

A

4. Update Old SP of successful change

4. Generate OBF Token

I

5. Send OBF_Token to Third Party Application Provider
1 I
6. Applications use OBF for securitisation User transactions |
1 |

B S e S T

User | | OBF Client New SP OBF Infra Old SP OBF Infra | | Third Party Apps
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Figure 10-3: Change of OBF realnfuthenticationproviderchange (symmetric keys)

10.2.24 Changeirg of autheatteatren—p#ewder—ﬂewOBF realm (asymmetrlc keys)

a#esuppeﬁed—by—the—@%ﬁuthenﬂeaﬂeﬁuneﬂen—lt is p033|ble that the new OBF realm is using

asymmetric keys for authenticatiofhe Steps for transfer of the OBF realm, in the case when
asymmetric keys are used for authentication, are described Bddeauthenticationprovidemay
be changed as per theechanism defined belcw

1. User requestsnew adthentication-services-provid@BF realmfor its services

2. Thenewauthentication-servicasw OBF realmprevidercompletes thenmachineKYC,;

3. Thenew OBF realmnew-authentication-service—providprovides itspublic key to theold
OBF realmeld-aAuthenticatiorSservicePprovider{ASP}wi t h a request to
account to theew OBF realnmew-authentication-service-provigler

4. Theeold authentication-servicesprovid@BF realmuses its private key to update the secure
element of the user with the public key of thewnew authentication-services-provideBF

realm

5. Upon successful confirmation of the transfer thew-new authentication—services
providelOBF realminforms theapplication-servicesprovidekSP about the change in the
OBF_Token for aiser and

6. The application—serice—provideASP uses thenew OBF_Tokenalenrg—with—embedded
connectivity-identityto verify-authenticatéhe user

The Roces is described in the diagram below (Figlfed):
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User OBF Client Functions MNew OBF realm Old OBF realm ASP
T T T T T
i 1. Re-gistmtion?request to Mew OBF realm __i i i
I ] = | |
i 2. Verify user émcl device (Machine KYC) i i i
| i I I I
i i | 3. Provide New OBF realm public key to Old OBF realm _ | i
i i i 3.Request Old OBF realm for transfer of user _;i i
i §= 3. Update usc}efs secure element with New OBF realm keys i i
L 4. Validate OBF Client i i i
r | | | |
i i i 4. Inform Old OBF Realm about successful user transfer __i i
1 | | bl |
i | 4. Generate OBF_Token ! | |
i i i 5. Send OBF_Token to ASP i _;i
L i &. Application:s use Mew OBF realm secure transactions i i
User OBF Client Functions New OBF realm Old OBF realm ASP
User OBF Client New SP OBF Infra Old SP OBF Infra Third Party Apps

T T T T T

i 1. F!egist:ration Request to New SP _;i i i

L 2_|Ven'1‘y User (KYC) E i i

i i i 3. Request Existing SP for User's Auth Key Update =i i

i L 3. Update ufsers Secure Element with New SP Key i i

L 4. :Validate OBF Client i i i

i i 4. Generate OBF_Token =i i i

i i I 5. Send OBF_Token to Third Party Applicatioln Provider _;!

L. i 6. Applicatii}ns use OBF for securitisation User transactions i i

| | ] | ]

User OBF Client New SP OBF Infra Old SP OBF Infra Third Party Apps

Figure 10-4: Authentication-providerchangeChange ofOBF realm (asymmetric keys)
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