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The following table shows discussion results for the contributions.

Document Source Title Meeting results
Number
[C921] Ministry of Draft recommendation of ITU-T The contributors/ editors
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applications for open access to
trusted and-services ferin
distributed diverse-ecosystems”.

Observations/ comments during the meeting for further action:

® Clause 7: The convention for writing requirements needs to be followed in sub Clause 7.1
General requirement. The term “industry standards” and “network technology layer” used at
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be added to ensure better match between Clause 7 and Clause 9.


mailto:as.verma@gov.in
mailto:ranjana.sivaram@gov.in
mailto:sharad.arora@sensorise.net
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-200720-C&question=Q19/13&source=Ministry%20of%20Communications%20%28India%29
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-200720-C&question=Q19/13&source=Ministry%20of%20Communications%20%28India%29
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-200720-C&question=Q19/13&source=Ministry%20of%20Communications%20%28India%29
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-C-0918
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-C-0918
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-200720-C&question=Q19/13&source=Ministry%20of%20Communications%20%28India%29
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-200720-C&question=Q19/13&source=Ministry%20of%20Communications%20%28India%29
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T17-SG13-200720-C&question=Q19/13&source=Ministry%20of%20Communications%20%28India%29

-2.
SG13- TD481

Clause 8: Naming of the Elements, specifically Application Element, may be relooked to avoid
confusion.

Clause 9: The description of the functions may be improved for better clarity. The paragraphs
and bulleted texts may not be mixed to describe a function; it should be made uniform. The
naming of the functions may be changed for better readability. Further, protocol names may be
removed from the diagrams and retained as an example in the text. The bootstrap_token and the
bootstrapping function are a very important part of the Recommendation. These may be described
and emphasized more. Also, the section on bootstrap_token and other identifiers may be suitably
re-organized as per their importance.

Clause 10: The information flows to be rechecked against the functionality as in Clause 9 and
the figures need to be updated keeping in view other similar workflows in other recommendations.
Actors and functions may not be mixed.

Updates/ rewording of texts may be done, wherever felt appropriate, for improved clarity and
readability using 'NOTE' for examples and other important but non-normative text.

Based on the above observations, contributions may be invited to further improve the document.

Meeting result:

During this meeting, it was agreed to change the title as below.

Change in the title of the Recommendation from “Open Bootstrap Framework enabling trusted
devices, applications and services for distributed diverse ecosystems” to “Framework for
bootstrapping of devices and applications for open access to trusted services in distributed
ecosystems”, has been agreed.

The updated draft document with proposed changes has been accepted.

However, as additional work for further improvement is necessary, the meeting has decided to
postpone a decision for requesting consent to the next SG13 RGM.
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Annexure-I|
Draft new Recommendation ITU-T Y.OBF_Trust

Open-Bootstrap-Framework for epen-bootstrapping enabling-trustedof devices and;

applications for open access to trusted and-services fer-in distributed diverse-ecosystems

Summary

RRapid advancements in-and-deployment-of rew-communications and- associated technologies-and
Internet-ofThings has led to the emergence of distributed ecosystems-pew-ecosystems with a large
number of devices,-many applications and use cases requiring a-trust framework thatis-whichis-open
access to trusted services-to-aH-the-entities-of theln—a-new-ecosystemdomain. This nature of trust
enablement open access to trusted services in distributed ecosystems can be provisioned by using the
inherent security capabilities and mechanisms already present in the devices and the underlying
networks. This rRecommendation provides an-Open-Boeotstrap-—framework-a concept (OBF)-offer
bootstrapping of devices and applications by network operators who can share the network security
capabllltles with users and beets#app#tqeﬁdexﬂeesertdeeetteanerﬁhvprOV|ders of new devices and

éAS—Pe)—enel—neMeHeeeeraterHM—theedescnbes the requwements to be fulfllled by these entltles of
the ecosvstem such that thevmav— may beneflt from the bootstrapplnq capabllltles Ihe

fer—thedeweesend—theepelw&tteh—Based on the reqmrements Leats&melude&a reference model as

well as deseribing-the-OBF—elements—and-a functional architecture is provided, which together
deseribing-describe the elements, functions and feurfunctional-groups,fourreference points needed
for provisioning of the bootstrapping capabilities.and—seeurity—parameters: Finally, the

recommendation provides the specifications-of thereferencepoints-and-the-information werkflows

requwed to enablefor the bootstrapping_capabilities..-authentication-and-change-of OBFrealm-is-alse

Keywords

Bootstrapping; teT-serviceprovider-OBF-OBFbootstrap token:-Open-Bootstrap-Framework:—TFrust

Framework; trusted device; trusted application; authentication; authorizsation:;
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Draft new Recommendation ITU-T Y.OBF_Trust

eLlstFmH{eedeereeeesystemsFramework for epeﬁbootstrappmq eﬂablmq#ustedof deV|ces
and- applications for open access to trusted and-services forin distributed diverse-ecosystems

1 Scope
This Recommendation prepeses—an—Open—Boeotstrap—Frameweork—(OBF)describes the concept,

architecture and information werkflows for bootstrapping of devices and applications by network
operators, by and-providinges-fer:
- a bootstrapping concept description—offor entities apd—trequiring open access to trusted
services in their interactionshei-interactions-in-a-conceptdiagram;
- the requirements imposed on the entities for enabling the bootstrapping capabilities;
- areference model showing the funetional-elements required for bootstrapping;
- an functional -architecture diagram showing the-entities-elements—functions, reference points
and security parameters-of-each-element-and-thespecifications-of the reference-poin;ts and :
and

mformatlon WGFKﬂOWS for the operatlonweplenq of the bootstrapplnq processeseS—fer—seewe

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
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[ITU-T X.1124]  Recommendation ITU-T X.1124 (2007), Authentication architecture for mobile
end-to-end communication

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1. secure element [b-ITU-T X.1158 (11/2014)]: A dedicated microprocessor system that
contains an operating system, memory, application environment and security protocols
intended to be used to store sensitive data and execute sensitive applications.

NOTE — A secure element may reside in a universal subscriber identity module (USIM), a
dedicated chip in a phone's motherboard, an external plug in a memory card or as an integrated
circuit card.

3.1.2. security degree [ITU-T X.1124 (11/2007)]: An identifier (e.g., number) that represents a set
of security parameters including at least one authentication mechanism, the crypto algorithms
and related parameters to reflect the security requirement of a certain service. It is defined to
profile the security requirement of each service.

3.1.3. session key [b-ITU-T X.1113 (11/2007)]: The session key is a temporary key used to encrypt
data for the current session only. The use of session keys keeps the secret keys even more
secret because they are not used directly to encrypt the data. Secret keys are used to derive the
session keys using various methods that combine random numbers from either the client or
server or both.

3.1.4. trust [b-ITU-T Y.3052 (03/2017)]: Trust is the measurable belief and/or confidence which
represents accumulated value from history and the expecting value for future.

Note — Trust is quantitatively and/or qualitatively calculated and measured, which is used to
evaluate values of entities, value-chains among multiple stakeholders, and human behaviours
including decision making.

3.1.5. user [b-ITU-R F.1399 (05/2001)]: Any entity external to the network which utilizes
connections through the network for communication.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1. bootstrapping: Refersto-a cryptographic process of binding the user’s identity to the keying
material provisioned in the secure element of the user’s device, enabling the device to
communicate securely with trusted services.
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4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
3GPP 3" Generation Partnership Project

AKA Authentication and Key Agreement

API Application Programming Interface

ASP Application Services Provider

FQDN Fully Qualified Domain Name

GBA Generic Bootstrapping Architecture

HTTP Hyper Text Transfer Protocol

loT Internet of Things

IPSec Internet Protocol Security

KYC Know Your Customer

OBF  Open Bootstrap Framework

PSK-TLS Pre-Shared Key Cipher suites for Transport Layer Security
SIM Subscriber Identification Module

TLS Transport Layer Security

uiD Universal Identifier or Public Entity Identifier
5 Conventions

In this Recommendation, requirements are classified as follows:

» The keywords "is required to/ are required to" indicate a requirement/ requirements, which must
be strictly followed and from which no deviation is permitted if conformance to this document is
to be claimed,

» The keywords "is recommended" indicate a requirement, which is recommended but which is not
absolutely required. Thus, such requirements need not be present to claim conformance; and

« The keywords "optionally" or "may" indicate an optional requirement which is permissible,
without implying any sense of being recommended. These terms are not intended to imply that the
vendor's implementation must provide the option; it means the vendor may optionally provide the
feature and still claim conformance with the specification.

6 OBF-Concept of bootstrapping

The rapid developments in electronics, communications and applications domain is leading to the
emergence of newdistributednew ecosystems of users, devices, applications, service providers and

network operators, which require open access to trusted servicesa-trustmechanism-thatis-open to all
the entities in these distributed ecosystemsdemain.
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leveLe#au{hemeaHeee#meJolsers—Frem%memmemeral—The network operators have played t—he
a critical role in provisioning of previding-connectivity-to-the premises-of subscribers;trusted services

by undertaking the subscriber and device verification and-then-alowing the-connectivity-te-be-used

fora-diversesetofprior to permitting access to its services. The network operator’sis trust relationship
is possible to be extended to foruse-by-the new users, devices, applications and service providers

entitiesn-thedistributed-ecosystemsthat require trustful interactions for the orderly proliferation of
the trusted services.

Devices use secure elements that authenticate themselves to the network’s security nodes by using
cryptographic processes. The network operator conducts a subscriber verification prior to allowing
them the use of its network services and resources. With some enhancements in its network, network
operators can add capabilities to on-board application services providers (ASPs) from distributed
ecosystems to allow subscribers of its network to securely access the trusted services of the ASP.
Network operators can extend the trust from the existing verification of users and devices, by
bootstrapping the devices and ASP applications using the network operator trust infrastructure.

The bootstrapping capabilities built into the devices and the network elements that secure the
transactions between the subscribers of the network and the services offered by the network operator
can be easily extended to provide open access to trusted services to the entities within the distributed
ecosystems. The entities can also be provided the facility to change the bootstrapping for trusted
services when changing the network operator.
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The concept of the- ©BF-bootstrapping is shown in the diagram below:
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Figure 6-1: ©BF-Concept of bootstrapping of trusted devices &
applications

The bootstrapping concept involves the following entitiesAr-OBFrealm-can-address-the-foHowing

actors-and-stakeholders:

1. Trusted device: A device with an associated [ENIGHGIGIEN Which is on-boarded by the
network operator.

NOTE — Secure element is defined in clause 3.1.1.

2. Userss: A person that is a verified SUBSCFiber of the network operator, desirous of using trusted
services from ASPs. The user provides its credentials to the ASP, whose services it intends to
consume, via the network operator or teF-service provider that holds the verified credentials
of the user by virtue of an earlier verification process.

1. NOTE — A subscriber is a person/ entity, who subscribes to the services of a network
operator and whose credentials are verified by the network operator before providing services.

1. Network-operaterNetwork operator: An entity that provides network connectivity services
and undertakes the physical verification precess—ferof the subscriber and the device. It can
share trust generated from the-this trustverification information to bridge new relationships
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between providers of trusted services and users of trusted devices by deploying the
bootstrapping capabilities in its networkan-OBFrealm.

2. Application services providers (ASP): An entity that develops and offers trusted services
and applications, and has a requirement for a minimum level of authentication and
authorization prior to the use of its application and services by the users. However, the ASP
does not have a direct relationship with the users, unlike the relationship between the network
operator and its Ssubscriber. The ASP has an expectation of deriving its trust from the
relationship between the network operator and its subscriber.

2.3.Trusted aApplications: ASP Aapplications on-boarded by the network operator, which are
capable of controlling access to users of trusted devices using cryptographic capabilities.

The mechanisms-and-workflowsinteractions between thatenable-the entities that are intended for the

establishment of reguired-the level-ef\When-the-stakeholders-engage-to-estabhish-trust between the

entitiesand-seeurity-in-theirtransactions,—these are referred to as the trust interactions. When the
entities enqae}elnteract such as to f—epuseef the functlonalltv of the trusted appllcatlonsmmheeease&

, these

mteractrons are referred to as the service mteractrons
The required solutions to enforce trustworthy interactions between the _ devices and

services within the network operator domain already exist. The objective of the next clauses is to
provide the requirements, architecture and information flows EERERNSHEEREIET0 extend the
underlying network and device security capabilities for use by ASP trusted applications that are
outside the network BEEFIN domain. An important consideration for theis FRecommendation is that
it ensures independence from a specific network technology and permits change of network operators
for the user and the ASPs.

7 OBF-Requirements

7.1 High-levelGeneral requirements
The following general requirements are imposed on the overall system wherever applicable:
- use identification and numbering of trusted devices and network elements BSIPEEtHENEINOIK

- use identification and numbering of trusted applications as per [fGUStY Standaras applicable

to the distributed ecosystem to which the trusted application belongs;

- use SECUFIYIPArAMEIers for mutual authentication by using an identifier from each of the

network, the trusted device and the trusted application domain;

- support the existence of multiple network operators offering bootstrap capabilities;

- use authentication and authorization protocols; and

- use application protocols for service interactions.
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7.2 Requirements for the user

The user [NEHINSONS:
- completetheregisterration with the network operator for BOOISHapPINGMacHity; and
| e device with 4 | ;
- subscribe to the trusted services of an ASP.

7.3 Reqguirements for the trusted device

The trusted device is required to have:
- capabilities to use its SECURGIGIEMENt for enabling trust interactions; and
- _an application for initiation and management of bootstrapping with the network operator; and

- an application for accessing trusted applications.
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7.4 Requirements for the network operator

The network operator is required to:

- __make network enhancements to support the on-boarding of ASPs and trusted applications;

- allow ASPs to register trusted applications to the network operator without constraints of the
network technology or geographical location;

- extend the existing trust relationship and security capabilities between subscriber and network
operator to that between the user and the ASP;

- publish fRESECHFiyAparameters for bootstrapping of trusted devices and applications;

- support systems and processes to extend the existing user/ device verification for
bootstrapping devices to trusted applications; and

- allow the user to change its bootstrapping reqgistration to a different network operator.

The trusted application is required to:

- have functions to benefit from network operator offered bootstrapping capabilities;

- have unigue identifiers and access control capabilities;

- establish secure connections with the trusted device using [iESCCURIAPAIAMETELs .
—have-session-managementcapabilities;
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7.6 Requirements for the trusted-applicationASP
The ASP is required to:

- reqister with the network operators that offer bootstrapping capabilities:

- reqgister and publish trusted applications with unique identifier and manage access control
(e.q., add, delete and modify) configurations;

- expose a registration process for subscribers of network operators to discover and reqister to
its trusted applications;
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the followingA reference model has been provided which defines :
identify-thethe elements reguired-within the entities —and
define—the-the requisite —trust and service interactionsreference—points required-between forthe

interactions-between-the elements to meet the requirements stated in the clause above. The reference
model is described in the diagram below.-entities-
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Figure 8-1: ©OBF-Reference model
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8.1 Elements of the trusted device entity OBFBootstrapping-elements

The trusted device hosts a client element and an application element for OBFbeoetstrapping-elements
shewn—m—theFeteFeneeemedeLptewde—theeamny—fepsupportlnq the trust and service mteractlons

respectively. e

a:eeheaﬁen—These elements are enable—twe—types—ef—mte#aeﬂen—betm&en—the—de\%e—and—the

8.1.1 OBFEClient element

The OBF-client element is @R application resident in the trusted device, or optionally in its associated
connectivity element (e.g. the SIM or the authentication element), that provides the- keying material

and the beetstrapping-authentication mechanism appheation-and-the-keying-material-on-the-deviee

for the-bootstrapping efthe deweetrusted deV|ce to the network operator for purposes of secure access
to trusted services. , Ay

8.1.2 Application element of the trusted device entity

The EEENESRERSRIREENEN element sets up the secure connection between the trusted device and

application using the security enablement provided by the client element.
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material-as-per-standard-security-protocels—8.2 Elements of the network
entity

The network operator adds two important elements, namely i) authentication element and ii)

authorization element to address the capabilities of on-boarding ASPs and the trusted applications,

and further to allow controlled access to the trusted services from the trusted devices of the subscribers
of its network. These elements are described below.

operator

8.21.13 ©BF-Authentication element
The ©BF-authentication element identifies and authenticates the ©BF~-client element of the trusted

8.21.2 Authorization element

The authorization element carries out the key and certificate management functions required to
support the cryptographic processes for on-boarding trusted devices and applications. It also provides

the keying material, support for [0Sy Standard ProtocoIS et and the mapping of the access

controls between the trusted devices and applications.

8.3 Application element of the trusted application entity

For ASPs to benefit from the bootstrapping capabilities exposed by the network operator, its trusted
applications have an application element that comply to industry standard protocols for
bootstrapping, access control and session management.

The 25 application element of the trusted application entity sets up the secure connections between
the trusted devices and-the applications using the network operator specified

The
application element is deployed in each trusted application.

8.42 OBFReference points

The reference points are a very important part of the reference model as they make the interactions
between the five elements secure, standardised, interoperable and transferable. It is because of the
reference points that the bootstrapping capabilities are openly accessible by trusted devices and
applications without constraints of network technology or network operator domain.

The four reference points are described below:

(a) —nameby—RPa/A - the reference point between the authentication funetion—clement of the
network operator and the application element hestedin-theof the trusted application;

(b) -~ RPags - the reference point between OBE-authentication funetion—clement —and the OBE
authorization funetienclement belonging to the network operator:;

(c) +RPcA - the reference point between the OBE-client clementfunetion hosted in the trusted
device and the ©OBFE-authentication funetionclement of the network operator:: and
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(d) RPpS - the reference point between the—trusted-device—and-the-applicationthe [N

BRI clement of the trusted device and the application element of the trusted application
element.

The functionality required to support the features and the flow of information for the service and trust
interactions are is described in the clauses below.

9 OBF-Functional architecture
A functional architecture is provided to make it possible for the entities to implement

- the required functionality and the interfaces within the network, the trusted devices and
applications; and

- the required information and transaction flows that are necessary for enabling the
bootstrapping capabilities.

- NOTE - An implementation of the bootstrapping functional architecture by a network operator
is referred to as a realm. The instantiated functions within the realm are referred to as nodes.
As an example, an authentication element, when instantiated in the network by the network
operator entity, will be referred to as the authentication node in the realm of that network
operator entity.

—The functional architecture

Trusted Device Application
OBF Client OBF OBF
Functions |—| Authentication |—| Authorization
RPCA Functions RPAR Functions
— ) ( ) 's EE—
Bootstrap < AKA > Bootstrap P I Key Management
. !/ . DIAMETER | || )
EEEE— ecurity — | OBF Identifier | | — D
Authentication Parameters Authentication | I Authorization
— | N — . J
& N\
Generate OBF Generate OBF Mapping .
Token Token OBF Application
‘ b g Functions
I
I Distribute OBF < DIAMETER I N OBF Token
Implementation | Token OBF Token / Management
specific r
OBF Token [
I
OBl;‘::]pc]:il;ilastlon I_mp_lEIEnEﬁEl Eec_iﬁc_ 4 il | SessionControl
— | OBF_Token
Session Control i __ | RPDS

______ Proprietary/Implementation specific

Standard Interface

diagram SROWRANINEISIISERIEEIEN describes the following:

- the required functions within the elements;

- the reference points required for the interfaces between the functions; and
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- the security parameters that are used by the functions over the reference points to enable
bootstrapping capabilities.

Figure 9-1: ©BFFunctional architecture
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Figure 9-1: ©BFFunctional architecture
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TheEach-ofthe functions and-theirspecific capabilities- withinthe-elements-are described below.

9.1 Functions of -1 —O©BF-Aauthentication funetionselement

The OBF-Authentication-functionsauthentication element are-a-group-effourhas two functions that
enable the bootstrapping of the trusted device. Each of the functions are described below.

@) 9.1.1 Awthentication-Bootstrapping function

This function provides the functionality for a new registration of a trusted device by wayof
establishment of new long-term secret key(s) for secure communication. In addition, tFhis function

mutually authenticates the ©BF-chient—client element and the authentication nedeelement, as an
enabling step in the process towards generation of long-term keying material within the bootstrapping
function. The function is executed over the reference point RPcA.

The authentication-funetionbootstrapping function provides the following functionalities:

- reqisters the users and devices that have requested and been authenticated

- protects the use of the network subscriber identity against discovery and misuse;

- supports AKA protocols such that it can support the one used by the underlying network
technology layer;

- manages the lifecycle of K&y§ as per the Agfeed AKAprotocol;

- configures and communicates the format of the ©BF-bootstrapping identifier to the OBFclient
funetionsclient element; and

- fetches the data from the authorization element; and

- configures e BOOISIAPPING OBF=security parameters in conjunction with the OBF

authorization—functionsauthorization element and communicates that to the OBF—client
funetionsclient element.
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9.1.2 Token management function (aAuthentication element)

This function provides the functionality for GeReraties the OBF—TFekenbootstrap_token by using
the agreed as well as transferring the bootstrap token to the trusted application,
SO |t can be used by the session functlons in_the trusted appllcatlon —aﬁer—baefesferappmg—has

This function also securely transfers the bootstrap token to the trusted application, so it can be used
by the session functions in the trusted application.

NOTE — The bootstrap_token is specific to the client element subseriptioninfermation-and the trusted
application for which it is generated. The lifetime of the ©BF—Token-bootstrap token may vary
significantly across various use cases. When the application ehent-element of the trusted device
funetion-is invoked, or required to initiate the interaction, with-by the-a trusted application, the
OBF—Token-bootstrap_token may-beis validated to ensure the lifetime of the token has not expired.
If the lifetime has expired or if no current ©BF—Feken-bootstrap _token is available or when indicated

by the trusted application, the appheation-client function-element will use the generate- OBF—Token
token management function to obtain a new ©BFbootstrap tFoken.

The authorization funetions—element has the capability to aFe—the—Fepesﬁer—store the security
parameters for the verified users and the trusted devices belonging to the subscribers of the network
operator. It maintains the identity of the ASPs on-boarded by the network operator. It maintains the
mapping of the trusted devices that have been authorized to access the trusted applications, and keeps
the updated access control list.

authorlzatlon element has two functlons that—weﬁeteqetl%ensu#e#mt—&aa%&ﬂen&e&n—be

Mabphed ala ala mMara aMaTa aYalaMaVaiaV.y
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(a) 9.2.1 Key management function

This function provides the management and association of keys and algorithms between the
atthorizatien-mapping function and the OBF—<ehentfunetionbootstrapping function of the client
element-. It stores the pre-shared keys or certificates corresponding to the trusted devices and manages
the keys and lifecycle of the keying material as per the agreed AKA protocol.

9.2.2 Mapping function
b horizationf .

This function validates if the devieetrusted device can access the trusted application based on the
OBF—Teken-bootstrap_token sent in the authentication request. The function hosts the repository of
registered-authorized trusted applications that can be permitted for use by the trusted device, and also
the mapping of the specific trusted applications that are allowed to be used by OBF—chient
functiensclient element of a trusted device.

The authorizatien-mapping function provides the following functionalities:

- supports the protocols required over the reference point RPa/A;
- provisions the users and trusted applications with the required security parameters;-ané
- _responds to the authenticationfunetionbootstrapping function over the reference points RPa/A:

with the authentication vector and user’s security parameters such as the key lifetime and user
identities;
- _addition / deletion of authorized devieetrusted devices / users through iEIECISRRRISE

- delegation / revocation of access control rights to authorized client element through
standardized API or user interfaces;

- addition / deletion of authorized application providers / trusted applications through
standardized API or user interfaces and enables provisioning; and

- de-provisioning of authorized users of trusted application through standardized API or user

interfaces.

9-1.3 Bootstrapping function of the client element

The bootstrapping function of the client element corresponds to the bootstrapping function of the
authentication element and has the same features as described in clause 9.1.1.

The bootstrap function of the client implements the following functionality:
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- interact with the secure element of the trusted device;

- support the required AKA protocol;

- store the keying material and select from one amongst several keys for security enablement;
- GenerateNtheNboBISIFapNoKEn as per security parameters negotiated during the bootstrapping
process; and

- select from one amongst the several available bootstrap token corresponding to multiple
network operator realms, allowing only one bootstrap token to be active at a given point in

time:.

9:1.4 — OBF-chient-funetionskFunctions of the application element

The functions of the application element are deployed ifitheltusteoideviceancithetrusteorapplication.

These functions enable establishment and maintenance of the session and session security between
the trusted device and application.

The two functions of thehree OBF-<chient-funetionsapplication element are —ramely-boetstrapping
function;-authenticationfunction-and-i) OBFToken-generation-token management function_and ii)
session control function the functionality of which is described below.

9.4.1 Token management function of the application element

The token management function of the application element exists in both the trusted device and the
trusted application. It corresponds to the token management function of the authentication element.
It provides the storage and lifecycle management of the bootstrap token. In the case of the trusted
device, it is responsible for using the secure element for storage of the bootstrap_token. In case of the
trusted application, it is responsible for using the storage as per the storage resource provided by the
trusted application.

This function also securely transfers the bootstrap token to the trusted application, so it can be used
by the session functions in the trusted application.
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9.4.2 Session control function of application element

The session control function of the application element exists in both the trusted device and the trusted
application. It is application specific. It utilizes the bootstrap_token to initiate and maintain a SECUKE
8ESSIBH between the application element of the trusted device and that of the trusted application. The
function is implemented within an [RGUSEYStandard session control such as TLS, PSK-TLS,
Kerberos, IPSec. It protects the use of the network subscriber identity against discovery and misuse.
It supports the application protocol in the reference point RPp and initiates the request for
bootstrap _token when indicated by the trusted application.

9.25 Specifications of ©BFreference points

The functionality of the ©OBF-specifies-four reference points foruse-of the-bootstrapping-capabiities
are-is —each-ofwhich-is-described below:

9.25.1 Reference point RPaa
! ; . e

The reference point RPa A-provides the following functionalities:

- _enables secure communication between the authentication element and the application element;

- allows the transfer of the user’s-subscription information related to the trusted device to enforce

access control policies between trusted devices and-the applications;

- allows the application to send its address (e.g. FQDN), public entity identity (e.g., UID), basic
key material (e.g., a shared secret or a public-key certificate), entity service permission flag,
supported authentication mechanisms and the authentication inquiring and key generation
mechanism to the authentication-funetionbootstrapping function;
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- allows the authenticationfunetiontoken management function of the authentication element to
verify-thatransfer the bootstrap _token to the token management function of the application
element of the trusted application—is—autherized-to—obtain-the—identifiers—key-materialand
SHbcoro o pesa o o o tsar

- allows the token management function of the application_element to indicate to the
authentication-functiontoken management function the authentication element the eligibility of

the bootstrap token for a smgle or_ multiple appllcatlon—epsevetal—apglwatrens_fer—wmeh—lt

9.25.2 RPARRPs

The reference point RPAR-RPg enables the mutual authentication between the bootstrapping function
of the authentication element and the functions of the authorization element. It supports the
DIAMETER [b-RFC 6733] and [b-RFC 7155] protocol.

It provides the subscription information regarding the OBE-client funetions—clements when users
trusted devices request accessattempt-to-aeeess_to trusted eertainASP-applications. The reference
point also provides the keying material for the OBE-client functions—clement during—for the
bootstrapping mechanismpreeessinformation flow.

Fhereference-point RRAR-RPg-provides-thefollowingfunctionalitiesof

- identification—and—validationthata—chentis—It maintains the permissions tted-to-use-the
beetstpaemnq—tefor the cllent element o access certaln trusted appllcatlons ASPs—and—as—weH—as

9.25.3 RPca

The reference point RPcA provides the interfaces for the bootstrapping of the OBE-client funetions
element to the ©BF-authentication funetionselement.

- The reference point RPcA: provides the following functionalities:
supports the HTTP Digest protocol [b-RFC7616] and may —-may-optionallyky support other
industry standard protocols-as-weH;

—uses the agreed AKA for authentication between authentication element and the client element;
and
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- establishes the agreementforuse-ofsecurity parameters and algerithmsAKA -for generation of
the ©OBFEbootstrap token—between—the—authentication—function—element-and-the OBE client

functionelement.
9.25.4 RPDS
The reference point RPpS supports the pretecolrequiredinterfaces for the secure interaction between
the deviee-and-the-applieationtrusted device and application.
The reference point RPpS provides the following functionalities:

- supports the application-specific protocol between the-trusted-device-and-the—apphicationthe

trusted device and application;

- sends the indication from the trusted application to the trusted device that a valid_or new
OBFbootstrap_token is required prior to connecting to the trusted application;

- supports the use of the ©BFbootstrap token for creating the secure association between the
truste&elewe&and%h&&pplwaﬂenthe trusted device and appllcatlon and

- allows the appheationapplication element to signal to the apphication-client_element -function
regarding lifecycle management of keys;-and

9.36 Security parameters

The security parameters include identifiers, subscription information and the keying material which
together create thei-e- OBEbootstrap token. The purpose of the identifiers is to uniquely identifty and
address the trusted devices and the OBE -neodeselementsnodes in an network operatorOBE

implementationnetwork-eperatoer realm. The purpose of the subscription information is to authenticate
and authorize the secure interactions between users-trusted devices and applicationsandASPs-via-the

network-operator.

The security parameters are implementation specific, and can change significantly from one
deployment to another. They are determined by several factors, including but not limited to, the ©BE
deployment model, the underlying network technology, the AKA protocol, the numbering/
identification mechanism of the network and internet layer, the service type and the security degree
required for the use case, etc.
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9.36.1 Identifiers

The OBF-identifiers uniquely identify an ©BE-client funetionclement in; a beetstrapped-trusted
device to an authentication funetion-clement and the application_element. The OBF-providesfor-the
following identifiers are relevant:

a. OBF-Nnode identifier;

b. OBFETrusted devicechent identifier;

b-c.Trusted application identifier; andané

e.d.©BF-security protocol identifier.

The description of the various identifiers is-providedare as below.
() ©OBFENode identifier:

The ©BFE-node identifier comprises such minimum connection and security attributes that can
uniquely address and fully support the ©OBE-authentication funetion-clement from one of many in
multiple technology domains. As an example, an authentication element funetion-will require the
node’s FQDN, and-the Global Title Address and the associated AKA to fully qualify the requirement
of the OB -node identifier, when such a node is deployed in a GSM network. The ©BF-node identifier
provides an implementation dependent- address, connection and security infermation-details of the
authentication-funetionelements deployed in a network operator realm.

(b) ©BFClient identifier:

It is an identifier of the ©BF-client funetion-clement or the trusted device, which includes at least a
network technology identifier, underlying—network layer—identifier—of-the—device; and IP layer
identifier of the dewvieetrusted device.

(c) Trusted application identifier:
It is an identifier of the trusted application that includes an FODN and a unigue identifier provided
by the network operator or an application reqistry.

{e)(d)©BF-Security protocol identifier:
It is an identifier, which is associated with a security protocol over reference point RPpS. The ©BF

securlty protocol |dent|f|er H—&%tﬂﬂg—@#ﬁ%—@@téﬁ#kﬁ—ﬁ%@@té%d@ﬂ@t@%—ﬁ%@—%g&ﬂ%@ﬂ—wmeh

----- atlals deno itvorotocolis defined
bv the network operator and it is network technoloqv specific. NOTE As an example, in case of

3GPP it is as per Annex-H of [b-3GPP TS 33.220]-within-the-responsibitity-of the-organization.

9.36.2 Subscription information

Subscription information [ITU-T X.1124 (11/2007)] between a user and its home network contains
the user's private entity identifier (e.g., Mobile Station International Subscriber Directory Number
(MSISDN)), the basic key material (e.g., a shared secret or a public-key certificate) and its lifetime,
entity service permission flag (i.e., whether it is allowed to request a specific service), the supported
authentication mechanism(s) (e.g., HTTP authentication and key agreement, Diffie-Hellman based
authentication mechanisms, a biometric authentication mechanism, etc.), and the authentication
inquiring and key generation mechanism (e.g., GBA, Kerberos, Mediation), etc. Subscription
information between an ASP and a network operator contains the ASP's identity information and
public entity identifier (e.g., UID) according to the service, optionally the basic key material (e.g., a
shared secret or a public-key certificate) and its lifetime, entity service permission flag (e.g., whether
it is allowed to provide a specific service), the supported authentication mechanisms (e.qg., certificate-
based TLS authentication mechanism, PSK-TLS, IPSec), and the authentication inquiring and key
generation mechanism (e.g., GBA, Kerberos, Mediation), etc.
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The subscription information related to the user and its authentication function-is delivered to the
OBF-client element function-from the authorization element function-via the authentication element
funetion—during the bootstrapping process. The subscription information related to the trusted
application (e.g. access to application allowed, type of certificates which-that may be issued) is sent
to the ©BF-client elementfunction.

In addition, the subscription information contains a mechanism for key selection, which is used in the
OBF-client element function-to mandate the usage of either the trusted device-based key or the
external secure element-based key or both.

9.36.3 OBFBootstrap—tokenbBootstrap token

The ©OBEbootstrap _token binds the user’s identity to the keying material in the reference points. The
bootstrap token OBEF-Teken-is a session key, independently generated in the OBFE-client function
element of the trusted device Fusereguipment{UE)-as well as in the authentication funetion-clement
based on an agreed security schema between the client element device—and the authentication
funetionelement. The bootstrap token ©BFTeken-is generated by using the security parameters
negotiated as part of the bootstrapping process. It is used for establishing a secure session between

the trusted deV1ce and—the apphcatlon Ihe—tlmest&mp—ef—the—bee%s&ma—teken—%ﬂeken—rs

The characteristics of the bootstrap_token ©BFFeken-are as follows:

(@) It binds the user identity to the keying material used in the reference points;
(b) Itisthe globally unique identifier of the realm of the ©BF~network operator in which it is issued,

{e)(c) It serves as a temporary identifier of the usertrusted device to which it is issued; and

H)(d) It is-akey-identifies the key used in the cryptographic processesrin-pretocels—used-in_over
reference point RPcA and RPpS;

10 Information werkflows
This clause specifies procedures for ASPs to access bootstrapping capabilities exposed by network

operators in accordance with the functional architecture identified in clause 9. It describes xxx major
flows that enable trust and service interactions within the ecosystem entities, namely, i) Network
operator bootstrapping capability exposure ii) ASP on-boarding flow iii) bootstrap token generation
flow iv) trusted device and application session flow iv) Mapping of trusted device and application v)
Authentication and authorisation flow vi) Operator change flow

10.1 Network operator bootstrapping capability exposure

In order to allow its subscribers to access an ASP’s trusted applications, the network operator must
enhance its network with certain nodes that implement the bootstrapping functions described in the
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clause 9 above. The network operator provides the information for users and ASPs to opt for the
bootstrapping capability in the network.

The flow is described in the diagram below:
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Network Operator ASP User

| |
1
1. Deploy network nodes for bootstrapping |
(authentication and authorization functions) |
|
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Figure 10-1: Network operator bootstrapping capability exposure

Step 1: Network operator deploys the authentication and authorisation functions in its network

Step2: Network operator defines and readies the security parameters as per industry standards

Step 3: Network operator publishes the ASP registration process with its security parameters. The
ASP configures the trusted application with network operator node identifiers to uniquely identify
and address the elements in the network operator realm, and complies to the bootstrap _token
containing the subscription information to authenticate and authorize the secure interactions
between trusted devices and applications via the network operator nodes.

Step 4: Network operator publishes the process for device bootstrapping for subscribers who wish
to access ASP trusted applications.

The ASP on-boarding procedure enables ASPs to register themselves and their trusted applications

on the network operator authentication and authorisation nodes. The flow readies the trusted
applications for reqgistration and controlled access by trusted devices and subscribers of the network

operator.
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The procedure for ASP on-boarding is shown in the diagram below:

) i)
U N

ASP Network Operator
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__ (node identifier, trusted application identifier, service permission flag)

Figure 10-2: ASP on-boarding flow

Step 1la: The ASP initiates the reqgistration with the network operator by providing its identity
information, public entity identifier (e.qg. UID).

Step 1b: The ASP identity information and public entity identifier are added to the mapping
function of the network operator securely.

Step 1c: The mapping function generates a unique identifier for the ASP and sends a notification of
successful registration.

Step 1d: The network operator sends ASP its unique identifier upon successful registration.

Step 2a: The ASP initiates the registration of its trusted application with the network operator by
providing the application name and FODN.

Step 2b: The ASP trusted application name and FODN is added to the mapping function of the
network operator securely.

Step 2c: The mapping function generates a unique trusted application identifier and sends a
notification of successful registration

Step 2d: The network operator sends the node identifier, trusted application identifier, service
permission flag corresponding to the trusted application to the ASP

10.3  Trust extension flow for user and device

The network operator and the ASP inform the network operator’s subscribers about the ASP trusted
applications. For users that express an interest in ASP’s trusted application(s), the network operator
checks the user’s existing verification information and shares the network identifiers with the ASP if
the user credentials merit access to the trusted application(s). The ASP can then assign appropriate
permissions for the user access to the trusted application(s).

The process is shown in the diagram below:




-35-
SG13- TD481

User Metwork Operator Mapping Function ASP
I | | I
o - -~ _______Information of trusted applicationon-boarding _________________________ J
| I | |
L 1 | |

at__/ | | I
I | | I
| INformation of trusted application on-boarding _ | | |
| | | |
| 1. Request access to trusted application | ' l
[ = I |
| | | |
: 2. validate user KYC and device L:) ' :
| : i |
: ! 3. Extend trust to ASP :
: ! (trusted device identifier, application identifier) L
| | | i
i i i 4. Assign access rights i
! ! i _ (device, trusted application identifier)
| I i_-. |
| | 3. Inform network operator |
| . (device, trusted application identifier) I
| [l T 1
| I I |
I 6. Confirm access to trusted application ' ' I
L (trusted application identifier) | ' l
(el I I |

Trusted device and application session flow ‘T
! ! ! !
User Metwork Operator Mapping Function ASP

Figure 10-3: Trust extension flow for user and device

Step 1: User requests access to ASP trusted application.

Step 2: Network operator checks user’s existing verification and device information.

Step 3: Network operator extends the interested user’s trusted device information to the ASP.

Step 4: ASP provisions access rights to the trusted device identifier for the trusted application
identifiers on the network operator’s mapping function.

Step 5: ASP informs the network operator about the provisioning of access rights to the trusted device
for the trusted application.

Step 6: Network operator confirms to the user regarding the access and the trusted application
identifiers

After this stage, the trusted device can follow the trusted device and application session flow to initiate
the service and trust interactions.
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10.4%1 Bootstrap token generation flow

The bootstrap token generation flow enables the generation of the bootstrap token. It is invoked
when a trusted device requests a session with a trusted application but the token management function
does not find a valid bootstrap token to use for the creation of a secure session.

The process is shown in the diagram below:
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Figure 10-4: Bootstrap token generation flow

Step la. At the start of the bootstrap token generation process, the bootstrapping function of the
trusted device uses the capabilities of the reference point RP¢ to send a challenge to the authentication
element using the identifiers of the trusted device and the subscription information of the trusted

application.
Step 1b. The bootstrapping function of the network operator uses the capabilities of the reference

point RPg for requesting the key management function for the keying material corresponding to the
client element and the application identifier

Step 1c. the key management function sets the keying material for the bootstrapping function of the
network operator

Step 1d. The bootstrapping function of the network operator validates the credentials of the client
element for based on the keying material set in step 1¢ above using the HTTP Digest/ AKA;

Step 2a: The bootstrapping function of the network operator sends back a challenge to the client
element using its node identifier as a part of the security challenge.

Step 2b. The bootstrapping function of the trusted device validates the challenge from the network
operator.
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Step 2c. The bootstrapping function of the trusted device generates a response based on the challenge
and the HTTP Digest/AKA.

Upon the successful mutual authentication, the bootstrapping functions check if the given trusted
device is authorized to use the bootstrapping services for the-a given trusted application.

Step 3a. The bootstrapping function of the network operator requests the mapping function for access
permissions by supplying the client identifier and the trusted application identifier information.

Step 3b. The mapping function approves the requested access if the permissions for the trusted device
to access the trusted application are set by the ASP as part of the ASP registration process.

Step 4a. Upon successful confirmation in Step 3b, the bootstrapping function of the client element
generates the bootstrap token.

Step 4b. Upon successful confirmation in Step 3b, the bootstrapping function of the network operator
generates the bootstrap token.

Step 4c. The bootstrapping function of the network operator transfers the bootstrap token to the token
management function of the network operator using a proprietary interface.

Step 4d. The token management function of the network operator uses the capabilities of the reference
point RPa to transfer the bootstrap token securely to the token management function of the trusted

application.

At this stage, the token management functions in each of the client element, authentication element
and the application element are updated with the newly generated bootstrap token.

NOTE - The bootstrap token generation flow shown above shows the use of symmetric keys for the
establishment of secure connections; the flow with asymmetric keys is similar, with the exception
that, in place of pre-shared keys the public keys are used for bootstrapping. That flow is not shown

explicitly.




-38-
SG13- TD481

10.5  Trusted device and application session flow

The trusted device and application session Beetstrapping-&-authentication-workflows
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Figure 10-5: Trusted device and application session flow

flow establishes a secure session over which the service interactions can be carried out. The flow is
described in the diagram below:

Step la: Trusted device requests access to a trusted application

Step 1b: The Application element of the trusted device requests a session

Step 1c: The session control function of the trusted device requests the token management function
for a valid bootstrap token

Step 1d: The token management function either has a valid token, or requests the bootstrapping for a
new bootstrap token

At this stage, the bootstrap token generation flow is called if a new bootstrap token is required.

Step 2a: The token management function gets the bootstrap token from the bootstrapping function

Step 2b: The token management function sets the bootstrap token for session control function

Step 2c: The session control function establishes a secure session over the reference point RPp

At this stage, the trusted device and application can initiate service interactions over the secure

session.
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10.62 WoerkFflow for change ofs-th OBFrealmnetwork operator

A user that is a beneficiary of the bootstrapping capabilities provided by a network operator may
require to change the network operator, but may want to continue the use of trusted services which
were supported by the network operator. A process will be required for the transfer of bootstrapping
capabilities from the old network operator to the new network operator. The changing of the network
operator bootstrapping realm is enabled by the process defined below

10.62.12  Change of ©BFrealmnetwork operator flow (symmetric keys)

The process for change of network operator offering bootstrapping services is shown in the diagram
below:

- {1 m
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Figure 10-6: Change of network operator (symmetric keys)

Step 1: The user of the trusted application approaches the new network operator registration to the
new network operator bootstrapping capabilities for access to trusted applications

Step 2: The new network operator undertakes the verification of the user and the trusted device
(machine KYC) and upon successful verification, requests the old network operator for the user’s
pre-shared keys

Step 3: The new network operator updates the secure element of the user’s trusted device with its
own pre-shared key(s)

After this stage, the trusted device of the user is on-boarded to the new network operator as per the
Bootstrap token generation flow.

Step 4: upon success, the new network operator informs the user and the old network operator of the
successful on-boarding of the user’s trusted device to the new network operator
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NOTE - Machine KYC is the process of establishing a relationship between a machine and its
eustodianuser, usually accomplished by the network operator or 10T service provider by the use of

physical or digital verification processes that establish the linkage between the identity of the
eustodian-user and the identity of the devicetrusted device owned by the eustedianuser.
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10.62.22 Change of ©BFrealmnetwork operator flow (asymmetric keys)

In caseltis-pessible-that-the-new-OBFrealm-is-using asymmetric keys are used for authentication, -
Fthe Steps-steps for transfer-change of the ©BF+realmnetwork operator -r-the-case-when-asymmetric
keys-are-used-forauthentication; are described in the diagram below:
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Figure 10-74: Change of ©BFrealmnetwork operator (asymmetric keys)

Step 1: The user of the trusted application approaches the new network operator registration to the
new network operator bootstrapping capabilities for access to trusted applications.

Step 2: The new network operator undertakes the verification of the user and the trusted device
(machine KYC) and upon successful verification, requests the old network operator to update the
secure element of the user’s trusted device by replacing the old network operator’s public key(s) with
those of the new network operator.

Step 3: The old network operator updates the secure element of the user’s trusted device with the
public key(s) of the new network operator.

After this stage, the trusted device of the user is on-boarded to the new network operator as per the
Bootstrap token generation flow.
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Step 4: Upon success, the new network operator informs the user and the old network operator of the
successful on-boarding of the user’s trusted device to the new network operator.
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